
LOW-INCOME ENERGY ASSISTANCE PROGRAM (LEAP)
METERED FUEL VENDOR AGREEMENT

Agreement made by and between the State of Colorado, Department of Human Services (hereinafter
referred to as the State Department) and

Town of Estes Park
(hereinafter referred to as the Vendor).

Persons signing for the Vendor hereby swear and affirm that they are authorized to act on the Vendor’s
behalf and acknowledge that the State is relying on their representations to that effect. By the signature
below, the Vendor acknowledges that it has read, understands, and agrees to this Agreement.

Wendy Koenig, Mayor (z zz
Vendor Representative Name Vendor Sig,ttur( Date

WHEREAS, the Low-Income Home Energy Assistance Act of 1981 (P.L. 97-35) provides for home
energy assistance to eligible households; and

WHEREAS, the purpose of Colorado’s Low-Income Energy Assistance Program (LEAP) is to help low-
income Coloradans meet their winter home heating costs; and

WHEREAS, the parties hereto desire to establish an arrangement to carry out the provisions of this
Act and to assure that funds available under this Act are used in accordance therewith,

NOW, therefore it is hereby mutually agreed:

A. Offer/Acceptance. This LEAP Metered Fuel Vendor Agreement (“Agreement”) is between the
State Department and the Vendor. This Agreement is effective upon the Vendor’s signature
and performance shall start on or after October 1, 2020.

B. The following definitions shall apply in the interpretation of this Agreement:

1. “County Department” means the County Department of Human/Social Services of a
particular county as designated by the State Department. For the purposes hereof, when
the County Department is so designated by the State Department, the Vendor may
consider, interact, and deal with such County Department as the authorized agent of the
State Department.

2. “Designee” means any County Department or contractor determining eligibility for the
program.

3. “Electronic Funds Transfer” (EFT) is the method used to pay LEAP assistance benefits.

4. “Eligibility Period” means there shall be one eligibility period for the Basic Low-Income
Energy Assistance Programs from November 1st through April 30th. If April 30th for a
particular calendar year falls on a holiday or weekend, then the eligibility period shall be

Page 1 of 7



extended until midnight the next business day. This program is contingent upon the
continued availability of funds in accordance with 9 CCR 2503-7.

5. “Eligible Household” is a Household that has applied for and been approved for LEAP
assistance benefits and for whom the Vendor has been notified by the County
Department, the State Department, or its designee that payment will be made to the
Vendor on behalf of the Household.

6. “Estimated Home Heating Costs (EHHC)” are the amount of the heating costs incurred
during the previous heating season for the program applicant’s address at the time of
application to be used as an estimate, or projection, of the anticipated heating costs for
the current heating season (November 1st through April 30th). Such estimated heating
costs shall not include payment arrearages, investigative charges, reconnection fees, or
other such charges not related to residential fuel prices and consumption levels. EHHC
may be provided if the Vendor has serviced the service address; it is not required that
the Household applying for LEAP assistance benefits lived at the service address during
the previous heating season.

7. “Good Faith Effort” is a documented attempt to reach Eligible Households through
phone contacts, written correspondence and/or personal visits.

8. “Heat Related Arrearage” means any past due amounts for the primary heating fuel
and/or supportive fuel.

9. “Home Heating Costs” are charges directly related to the primary heating source used in
a residential dwelling.

10. “Household” means any individual or group of individuals who are living together as one
economic unit for whom primary heating fuel is customarily purchased in common or
who make undesignated payments for heat in the form of rent.

11. “Non-Bulk Fuel” or “Metered Fuel” is an energy source for home heating which is
provided by a utility company and is regulated and metered by the utility company.
Normally, non-bulk fuel includes natural gas and electricity.

12. “Overpayment” means a Household received benefits in excess of the amount due to
that Household based on eligibility and payment determination in accordance with LEAP
rules.

13. “Primary Heating Fuel” is the main type of fuel used to provide heat within the dwelling.

14. “Primary Heating Source” is the primary heating system that provides heat to the
dwelling such as a furnace, wood burning stove or boiler. Temporary or portable heating
sources are not considered a primary heating source and, therefore, are not eligible for
LEAP assistance.

15. “Program Year” means from November 1st through April 30th for the Heating Fuel
Assistance Program. If April 30th for a particular calendar year falls on a holiday or
weekend, then the eligibility period shall be extended until midnight the next business
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day. This program is contingent upon the continued availability of funds in accordance
with 9 CCR 2503-7.

16. “Program Applicant” means a person or household that has applied for LEAP benefit
assistance.

17. “State Department” means the Colorado Department of Human Services, Low-Income
Energy Assistance Program or its designees.

18. “Supportive Fuel” means an energy source needed to operate the primary heating
system in a residential setting. For example, electricity may be a supportive fuel required
to operate a natural gas furnace.

19. “Tampering” or “Tampered Account” means unlawfully or unauthorized adjustment of
fuel to the Household by altering equipment such as a gas or electric meter.

C. The Vendor agrees to abide by the following provisions:

1. The Vendor shall notify the State Department at least 30 days prior to any change in
business ownership, name, address, Vendor contact information and banking
information.

2. The Vendor shall not treat a Household receiving assistance under the program
adversely because of such assistance.

3. The Vendor shall not discriminate, either in the cost of the goods supplied or the
services provided, against the Household on whose behalf payments are made.

4. The Vendor shall provide County Departments or their designees documented
Estimated Home Heating Costs for the period of November 1st through April 30th of the
previous year for any Household using their service. Such costs shall be based on
historical usage and such costs shall be provided to the County Department or its
designee within five (5) business days of the request. lithe program applicant is without
heat, the Vendor shall provide Estimated Home Heating Costs within 24 hours of the
request. lithe Vendor refuses to provide Estimated Home Heating Costs for a
Household, the County Department or it designee shall make any payments to the
Eligible Household instead of the Vendor, unless the Vendor documents that such data
are not available. The State Department reserves the right to audit Vendor estimating
procedures and to terminate the Vendor Agreement if estimates are found to be
inaccurate or inappropriate.

5. Upon notification from the County Department or its designee that an application has
been received for a Household pending service disruption, the Vendor shall not
terminate services to the Household for ten (10) working days or until the Vendor is
notified of the eligibility determination of the Household, whichever occurs first.

6. Upon receipt of LEAP assistance benefits from the State Department and on behalf of an
Eligible Household, the Vendor shall credit the Eligible Household’s account promptly
and no later than ten (10) business days after a payment is received. Credit will be
reflected in the next normal billing.
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7. Upon notification by the County Department, State Department, or its designee or
discovery by the Vendor of incorrect payments or overpayments, the Vendor shall
reimburse those payments to the County Department or its designee within ten (10)
business days. The Vendor shall accompany all payments returned to the State
Department with the Vendor name, the Household’s name, the Household account
number, the amount returned on behalf of the Household and the date and reason for
return by the Vendor. Checks returned to the State Department should be made out to
“State of Colorado.” Checks returned to the County Department or its designee should
be made out per the County Department or designee’s direction.

8. Once notified by the State Department, the County Department, or a designee
(notification may include the Vendor verifying approvals by accessing the LEAP system
website) that a Household has been approved for LEAP assistance benefits, the Vendor
shall:

i. Initiate, continue or restore service, whichever is applicable to the Eligible
Household, within 24 hours of notification and continue utility services for at
least sixty (60) days after such notification, unless:

1. the Eligible Household is in a pending shutoff situation and the Basic
LEAP program year benefit is an amount less than 25% of the
Household’s arrearage, or

2. the Eligible Household is shut off and the Basic LEAP program year
benefit amount is less than 50% of the Household’s arrearage, or

3. The Eligible Household pre-pays for its electric service. In this case, the
Vendor shall initiate, continue, or restore service, whichever is
applicable to the Eligible Household, within 24 hours of notification and
continue utility services until the LEAP assistance benefit has been
exhausted.

ii. If a LEAP assistance benefit is offered on an account that has been disconnected
due to tampering of gas or electric service, the Vendor shall restore service only
if the LEAP payment exceeds 70% of the past due amount. If a LEAP payment is
offered on a tampered account and it is for less than 70% of the past-due
amount, the Vendor reserves the right to not accept the LEAP assistance benefit
for purposes of restoring service. If payment is not accepted for reconnection,
the benefit will instead be provided to the Eligible Household as a direct client
pay. The Vendor may accept a LEAP payment that is less than 70% of the past
due amount but must as a condition of acceptance restore service and make
arrangements with the Household to pay any remaining balance.

iii. lithe Vendor refuses to accept the LEAP program year benefit, the Vendor shall
notify the State or its designee within three (3) business days and send written
notice to the Eligible Household advising them the payment will not be accepted
and no holds/reconnection will be offered. The benefit shall be paid to the
Eligible Household as a direct client pay.

9. Death of a payee. If a LEAP program applicant dies and a benefit has been paid, the
Vendor shall make any remaining LEAP credit balance available to any other member of
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the LEAP program applicant Household for a period of 30 days. If the LEAP program
applicant is the only Household member, the Vendor shall maintain any credit balance
for a period of 30 days. The executor of the program applicant’s estate may claim the
LEAP credit balance within this 30-day period. If the LEAP credit balance is not claimed
within 30 days’ notice to the Vendor of the program applicant’s death, the Vendor shall
notify the State Department and forward the credit balance to:

State LEAP Office
1120 Lincoln Street, Suite 1007
Denver, CO 80203

10. The Vendor shall maintain confidentiality of information provided by the State
Department, or its designee, about a Household’s benefit in accordance with applicable
Federal and State Laws.

11. The Vendor shall return any payments that cannot be credited to an account within ten
(10) business days to the County Department, or its designee.

12. The Vendor shall allow all LEAP credit balances to remain on the client’s account until
the LEAP assistance benefit is exhausted, unless the Household no longer uses the
originally approved Vendor.

13. When a Household no longer uses the originally approved Vendor, the Vendor shall
make a Good Faith Effort to locate the Household.

14. If the Household is located, the Vendor shall forward the LEAP credit balance directly to
the Household within ten (10) business days.

15. If the Household cannot be located within thirty (30) business days, the Vendor shall
keep the funds available for the Household for the remainder of the current state fiscal
year, which ends on June 30th On July 1st the Vendor shall forward any LEAP credit
balance to the State Department at 1120 Lincoln Street, Suite 1007, Denver, CO 80203.
These credits must be received by the State Department no later than July 10th If a
client moves or no longer uses the originally approved Vendor after June 30th the
Vendor shall forward any LEAP credit balance to the State Department on October 1st

These credits must be received by the State Department no later than October 10th

16. Upon State Department request, or its designee’s request, the Vendor must return LEAP
credit balances to the State Department within ten (10) business days of the request.

17. The Vendor shall accompany all payments returned to the State Department with a
notification showing the Vendor name, the Household’s name, the Household’s account
number, the amount returned on behalf of the Household and the date and reason for
return by the Vendor. Checks returned to the State Department must be made out to
“State of Colorado.”

18. If the Vendor has sent the LEAP credit balance funds to the Household, and a recovery is
necessary, the County Department or its designee will recover from the Household, not
the Vendor.
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19. The Vendor shall report any financial fraud or abuse or misconduct in the administration
of LEAP to the State Department. The Vendor shall cooperate with all State
investigations of suspected fraud or abuse or misconduct. The Vendor may be
prosecuted under applicable Federal and State laws for false claims, statements or
documents or concealment of material fact.

20. All other requirements of Federal and State laws and regulations shall be adhered to.

21. The Vendor shall provide all customers subject to utility shutoff, who are financially
unable to purchase fuel, or who request a LEAP application to the HEAT HELP telephone
line (1-866-432-8435), or the State Department website at: colorado.gov/cdhs/leap.

22. The Vendor shall establish such fiscal control and fund accounting procedures as may be
necessary to assure the proper use and accounting of funds under this Agreement. All
records maintained by the Vendor relating to this Agreement shall be available on
reasonable notice for inspection, audit or other examination and copying, by State
Department representatives or their delegates. Such records shall show the amount of
home energy delivered to each Eligible Household, the amount of payments made for
home energy by such Eligible Households, the dollar value of credit received on behalf
of each Eligible Household, the balance of available benefits and energy costs, and all
documents and calculations in establishing the estimated Home Heating Costs. All
records shall be maintained for a period of three (3) years following the termination of
this Agreement. The State, or its designee, reserves the right to monitor the
implementation of this Agreement by the Vendor.

23. The Vendor shall provide a monthly reconciliation report to the State Department
verifying that each payment received on behalf of an Eligible Household is applied to the
appropriate account within two weeks of the State Department payroll dates.

24. The Vendor shall provide annual natural gas/electric billing and consumption data for
each Eligible Household who has resided at the same service address for the October 1
through September 30 reporting period, when applicable.

25. Non-compliance by the Vendor with any of the above assurances of this Agreement or
applicable law or regulations shall be grounds for immediate termination of this
Agreement. Such termination shall include termination of payments on behalf of
Eligible Households and immediate return of credit balances or refunds owed to the
State Department. Such termination is in addition to all other legal remedies available
to the State Department, including investigation or prosecution of fraud in connection
with this agreement.

26. All Vendors shall establish an account with a financial institution to receive payments via
direct deposit through electronic funds transfer (EFT). The Vendor shall inform the State
Department of any changes in banking information immediately upon the change.

27. All Vendors shall establish internet access to retrieve LEAP program applicant approval
information and LEAP assistance benefit payment data from the State LEAP system
website.
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28. LEAP assistance benefit payments shall not be made to the Vendor on behalf of an
Eligible Household if:

i. The Eligible Household does not pay the Vendor directly for its home heating
costs; or

ii. This Agreement has not been executed or has expired or been terminated; or
iii. The Eligible Household’s Vendor cannot be determined or feasibly paid on

behalf of the Eligible Household.

29. By signature of this Agreement, the Vendor agrees to abide by the HIPAA Business
Associate Agreement, attached as Exhibit A.

D. The State Department shall itself or through the County Department, or its designee, as the
case may be:

1. Promptly advise the Vendor of the name, address, account number, if any, and amount
to credit to the account of each Eligible Household and provide the Vendor with a
password to retrieve payroll information from the LEAP system website;

2. Notify all Eligible Households of the amount of LEAP assistance benefits to be made on
their behalf to the Vendor;

3. Make timely payments to the Vendor for credit to Eligible Households for home energy
supplied in accordance with the terms of this Agreement; and

4. Promptly notify the Vendor of all pertinent changes in this program caused by changes
in applicable law, regulations, or technology.

E. General Provisions:

1. The term of this Agreement shall be October 1, 2020 (or upon signed approval of this
Agreement by the Vendor, whichever is later) through September 30, 2025.

2. This Agreement is subject to and contingent upon the continuing availability of federal
funds. If insufficient funds, as determined by the State Department, are available for
this program, the State Department may immediately terminate this Agreement.

3. This Agreement may be terminated by either party upon 30 days prior written notice to
the other party sent by certified or registered mail.

4. The Vendor may not assign this Agreement without the prior written consent of the
State Department.

5. The Vendor shall comply with all applicable Federal and State laws and regulations,
including confidentiality of all records, termination and restoration of home energy
service, and discrimination. The Vendor certifies that it has all licenses, insurance, and
so on required by law for the provision of services hereunder.

6. If a situation arises that is not clearly covered by the terms of this Agreement, the
Vendor shall seek guidance from the State Department.

Page 7 of?



EXHIBIT A - fflPAA BUSINESS ASSOCIATE AGREEMENT

This HIPAA Business Associate Agreement (“Agreement”) between the State and Contractor is agreed to in
connection with, and as an exhibit to, the Contract. F or purposes of this Agreement, the State is referred to as
“Covered Entity” and the Contractor is referred to as “Business Associate”. Unless the context clearly requires a
distinction between the Contract and this Agreement, all references to “Contract” shall include this Agreement.

I. PURPOSE

Covered Entity wishes to disclose information to Business Associate, which may include Protected Health
Information (“PHI). The Parties intend to protect the privacy and security of the disclosed PHI in compliance
with the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), Pub. L. No. 104-19 1 (1996) as
amended by the Health Information Technology for Economic and Clinical Health Act (“HITECH Act”) enacted
under the American Recovery and Reinvestment Act of 2009 (“ARRA”) Pub. L. No. 111—5
(2009), implementing regulations promulgated by the U.S. Department of Health and Human Services at 45
C.F.R. Parts 160, 162 and 164 (the “HIPAA Rules”) and other applicable laws, as amended. Prior to the
disclosure of PHI, Covered Entity is required to enter into an agreement with Business Associate containing
specific requirements as set forth in, but not limited to, Title 45, Sections 160.103, 164.502(e) and 164.504(e) of
the Code of Federal Regulations (“C.F.R.”) and all other applicable laws and regulations, all as may be amended.

2. DEFINITIONS

The following terms used in this Agreement shall have the same meanings as in the HIPAA Rules: Breach, Data
Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, Minimum Necessary,
Notice of Privacy Practices, Protected Health Information, Required by Law, Secretary, Security Incident,
Subcontractor, Unsecured Protected Health Information, and Use.

The following terms used in this Agreement shall have the meanings set forth below:

a. Business Associate. “Business Associate” shall have the same meaning as the term “business
associate” at45 C.F.R. 160.103. and shall refer to Contractor.

h. Covered Entity. “Covered Entity” shall have the same meaning as the term “covered entity” at 45
C.F.R. 160.103, and shall refer to the State.

c. Information Technology and Information Secuiritv. “Information Technology” and “In formation
Security” shall have the same meanings as the terms “information technology” and “information
security”, respectively, in §24-37.5-102, C.R.S.

Capitalized terms used herein and not otherwise defined herein or in the HIPAA Rules shall have the meanings
ascribed to them in the Contract.

3. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE

a. Permitted Uses and DisclosLtres.

I. Business Associate shall use and disclose PHI only to accomplish Business Associate’s
obligations under the Contract.
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i. To the extent Business Associate carries out one or more of Covered Entitvs obligations
under Subpart E of 45 C.f.R. Part 164. Business Associate shall comply with any and all
requirements of Subpart E that apply to Covered Entity in the performance ofscich obligation.

ii. Business Associate may disclose PHI to carry octt the legal responsibilities of Business
Associate. provided, that the disclosure is Required by Law or Business Associate obtains
reasonable assurances from the person to whom the information is disclosed that:

A. the information will remain confidential and will he used or disclosed only as
Required by Law or for the purpose for which Business Associate originally
disclosed the information to that person, and;

B. the person notifies Business Associate of any Breach involving PHI of which it is
aware.

iii. Business Associate may provide Data Aggregation services relating to the l-lealth Care
Operations of Covered Entity. Business Associate may de-identil,’ any or all PHI created or
received by Business Associate lLnder this Agreement. provided the dc-identification
conforms to the requirements of the HIPAA Rules.

b. Minimum Necessary. Business Associate. its Subcontractors and agents. shall access. use. and
disclose only the minimum amount of PHI necessary to accomplish the objectives of the Contract. in
accordance ‘.‘ ith the Minimum Necessary Requirements of the HIPAA Rules including, but not
limited to. 45 C.F.R. 164.502(h) and 164.5 14(d).

c. lrnpermissihle Uses and Disclosures.

i. Business Associate shall not disclose the PHI of Covered Entity to another covered entity
without the written authorization of Covered Entity.

ii. Business Associate shall not share. use, disclose or make available any Covered Entity PHI in
any form via any medium with or to any person or entity beyond the bouLndaries or
jurisdiction of the United States without express written authorization from Covered Entity.

d. Business Associate’s Subcontractors.

i. Business Associate shall, in accordance with 45 C.F.R. 164.502(e)( I )(ii) and I 64.308(b)(2),
ensure that any Subcontractors who create. receive, maintain. or transmit PHI on behalf of
Business Associate agree in writing to the same restrictions, conditions. and requirements that
apply to Business Associate with respect to safeguarding PHI.

ii. Business Associate shall provide to Covered Entity. on Covered Entity’s request. a list of
Subcontractors who have entered into any such agreement with Business Associate.

iii. Business Associate shall provide to Covered Entity. on Covered Entity’s request. copies of
any such agreements Btisiness Associate has entered into with Subcontractors.

e. Access to System. If Business Associate needs access to a Covered Entity Information Technology
system to comply with its obligations tinder the Contract or this Agreement. Business Associate shall
request, review, and comply with any and all policies applicable to Covered Entity regarding such

Page 2 of 9
HIPAA BAA

Revised August 2018



system including, but not I imited to, any policies promulgated by the Office of Information
Technology and available at http://oit.state.co.us/about/policies.

E Access to PHI. Business Associate shall, within ten days of receiving a written reqciest from Covered
Entity, make available PHI in a Desktnated Record Set to Covered Entity as necessary to satist’
Covered Entitys obligations under 45 C.F.R. 161.524.

e. Amendment of PHI.

i. Business Associate shall within ten days of receiving a written request from Covered Entity
make any amendment to PH! in a Designated Record Set as directed by or agreed to by
Covered Entity pursuant to 45 C.F.R. 164.526. or take other measures as necessary to satisfy
Covered Entitys obligations under 45 C.F.R. 164.526.

ii. Business Associate shall promptly forward to Covered Entity any reqtlest for amendment of
PHI that Business Associate receives directly from an Individual.

h. AccoL1ntin Rights. Business Associate shall. within ten days of receiving a written reqiLest from
Covered Entity. maintain and make available to Covered Entity the information necessary for
Covered Entity to satisf its obligations to provide an accounting of Disclosure under 45 C.F.R.
164.52$.

Restrictions and Confidential Communications.

i. Business Associate shall restrict the Use or Disclosure of an Individual’s PHI within ten days
of notice from Covered Entity of:

A. a restriction on Use or Disclosure of PHI pursuant to 45 C.F.R. 164.522; or

B. a request for confidential commimication of PHI pursuant to 45 C.F.R. 164.522.

ii. Business Associate shall not respond directly to an lndividuaFs requests to restrict the Use or
Disclosure of PHI or to send all communication of PHI to an alternate address.

iii. Business Associate shall refer sLich requests to Covered Entity so that Covered Entity can
coordinate and prepare a timely response to the requesting Individual and provide direction to
Business Associate.

j. Governmental Access to Records. Business Associate shall make its facilities, internal practices.
books, records, and other sources of information, including PHI, available to the Secretary for
purposes of determining compliance with the HI PAA Rules in accordance with 45 C.F.R. 160.3 10.

k. Audit. Inspection and Enforcement.

i. Business Associate shall obtain and update at least annually a written assessment performed
by an independent third party reasonably acceptable to Covered Entity. which evaluates the
Information Security of the applications, infrastructure, and processes that interact with the
Covered Entity data Business Associate receives, manipulates. stores and distribLites. Upon
request by Covered Entity. Business Associate shall provide to Covered Entity the executive
summary of the assessment.
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ii. Bisiness Associate, upon the request of Covered Entity. shall fttlly cooperate with Covered
Entity’s efforts to audit Business Associat&s compliance with applicable HIPAA Rules. If,
through audit or inspection, Covered Entity determines that Business Associat&s conduct
would result in violation of the HIPAA Rules or is in violation of the Contract oi- this
Agreement. Business Associate shall promptly remedy any such violation and shall certify
completion of its remedy in writing to Covered Entity.

Appropriate Safeguards.

i. Business Associate shall use appropriate safeguards and comply with Subpart C of 45 C.F.R.
Part 164 with respect to electronic PHI to prevent use or disclosure of PHI other than as
provided in this Agreement.

ii. Business Associate shall safeguard the PHI from tampering and unauthorized disclosures.

iii. Business Associate shall maintain the confidentiality of passwords and other data required for
accessing this information.

iv. Business Associate shall extend protection beyond the initial information obtained from
Covered Entity to any databases or collections of PHI containing information derived from
the PHI. The provisions of this section shall be in force unless PHI is dc-identified in
conformance to the requirements of the HIPAA Rules.

m. Safeguard Dun nz Transmission.

i. Business Associate shall use reasonable and appropriate safeguards including, without
limitation, Information Security meastires to ensure that all transmissions of PHI are
authorized and to prevent use or disclosure of PHI other than as provided for by this
Agreement.

ii. Business Associate shall not transmit PHI over the internet or any other insecure or open
communication channel unless the PHI is encrypted or otherwise safeguarded with a FIPS—
compliant encryption algorithm.

n. Reporting of Improper Use or Disclosure and Notiflcation of Breach.

i. Business Associate shall, as soon as reasonably possible, bitt immediately after discovery of a
Breach, notify Covered Entity of any use or disclosure of PHI not provided for by this
Agreement, including a Breach of Unsecured Protected Health Information as such notice is
required by 45 C.F.R. 164.4 10 or a breach for which notice is required under §24-73-103,
C.R.S.

ii. Such notice shall include the identification of each Individual whose Unsecured Protected
Health Information has been, or is reasonably believed by Business Associate to have been,
accessed. acquired. or disclosed during such Breach.

iii. Business Associate shall, as soon as reasonably possible, bitt immediately after discovery of
any Security Incident that does not constitute a Breach, notii’ Covered Entity of such
incident.
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iv. Business Associate shall have the burden of demonstrating that all notifications were made as
requi red. including evidence demonstrating the necessity of any delay.

o. Business Associate’s tnsurance and Notification Costs.

i. Business Associate shall bear all costs of a Breach response incltLding, without limitation,
notifications, and shall maintain insurance to cover:

A. loss of PHI data;

B. Breach notification requirements specified in HIPAA Rules and in §24-73-103,
C.R.S.; and

C. claims based upon alleged violations of privacy rights through improper use or
disclosure of PHI.

ii. All such policies shall meet or exceed the minimum insurance requirements of the Contract
or otherwise as may be approved by Covered Entity (e.g., occurrence basis, combined single
dollar limits, annual aggregate dollar limits, additional insured status, and notice of
cancellation).

iii. Business Associate shall provide Covered Entity a point of contact who possesses relevant
Information Security knotvledge and is accessible 24 hours per day, 7 days per tveek to assist
with incident handling.

iv. Business Associate, to the extent practicable, shall mitigate any harmful effect known to
Business Associate of a Use or Disclosure of PHI by Business Associate in violation of this
Agreement.

p. Subcontractors and Breaches.

i. Business Associate shall enter into a written agreement with each of its Subcontractors and
agents, who create, receive, maintain, or transmit PHI on behalf of Business Associate. The
agreements shall require such Subcontractors and agents to report to Btisiness Associate any
use or disclosure of PHI not provided for by this Agreement, including Security Incidents and
Breaches of Unsecured Protected Health Information, on the first day such StLbcontractor or
agent knows or should have known of the Breach as required by 45 C.F.R. 164.410.

ii. Business Associate shall notify Covered Entity of any such report and shall provide copies of
any such agreements to Covered Entity on request.

q. Data Ownership.

i. Business Associate acknowledges that Business Associate has no ownership rights with
respect to the PHI.

ii. Upon request by Covered Entity, Business Associate immediately shall provide Covered
Entity with any keys to decrypt information that the Business Association has encrypted and
maintains in encrypted form, or shall provide such information in unenciypted cLsable form.
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r. Retention of PHI. Except upon termination of this Agreement as provided in Section 5. below.
Business Associate and its Subcontractors or agents shall retain all PHI throughout the term of this
Agreement, and shall continLie to maintain the accounting of disclosures required under Section 3.h.
above, for a period of six years.

4. OBLIGATIONS OF COVERED ENTITY

a. Safeguards During Transmission. Covered Entity shall be responsible for using appropriate
safeguards incltiding encryption of PHI. to maintain and ensure the contdentiality. integrity’, and
security of PHI transmitted pursuant to this Agreement. in accordance with the standards and
requirements of the HI PAA Rules.

b. Notice of Changes.

i. Covered Entity maintains a copy of its Notice of Privacy Practices on its vebsite. Covered
Entity shall provide Business Associate with any changes in, or revocation oE permission to use
or disclose PHI. to the extent that it may’ affect Btisiness Associate’s permitted or required uses
or disclosures.

ii. Covered Entity shall notify Business Associate of any restriction on the use or disclosure of
PHI to hich Covered Entity has agreed in accordance with 15 C.F.R. 164.522. to the extent
that it may affect Business Associate’s permitted tise or disclosure of P1-Il.

5. TERMINATION

a. Breach.

i. In addition to any Contract provision regarding remedies for breach. Covered Entity shall
have the right. in the event of a breach by Business Associate of any provision of this
Agreement. to terminate immediately the Contract. or this Agreement, or both.

ii. Subject to any directions from Covered Entity, upon termination of the Contract, this
Agreement. or both, Btisiness Associate shall take timely, reasonable, and necessary action to
protect and preserve property in the possession of Business Associate in which Covered
Entity has an interest.

b. Effect of Termination.

i. Upon termination of this Agreement for any reason, Business Associate, at the option of
Covered Entity. shall return or destroy all PHI that Business Associate, its agents, or its
Subcontractors maintain in any’ form, and shall not retain any copies of such PHI.

ii. If Covered Entity directs Business Associate to destroy the PHI. Business Associate shall
certify in writing to Covered Entity that such PHI has been destroyed.

iii. If Btisiness Associate believes that returning or destroying the PHI is not feasible. Business
Associate shall promptly provide Covered Entity with notice of the conditions making retLtrn
or destruction infeasible. Business Associate shall continue to extend the protections of
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Section 3 of this Azreement to such PHI, and shall limit further use of such PHI to those
pttrposes that make the return or destruction of such PHI infeasible.

6. INJUNCTIVE RELIEF

Covered Entity and Business Associate agree that irreparable damage would occur in the event Business
Associate or any of its Subcontractors or agents use or disclosure of PHI in violation of this Agreement, the
HIPAA Rules or any applicable law. Covered Entity and Business Associate further agree that money damages
would not provide an adequate remedy for such Breach. Accordingly, Covered Entity and Business Associate
agree that Covered Entity shall be entitled to injunctive relief specific performance, and other equitable relief to
prevent or restrain any Breach or threatened Breach of and to enforce specifically the terms and provisions of this
Agreement.

7. LIMITATION OF LIABILITY

Any provision in the Contract limiting Contractor’s liability shall not apply to Business Associate’s liability under
this Agreement, which shall not be limited.

8. DISCLAIMER

Covered Entity makes no warranty or representation that compliance by Business Associate with this Agreement
or the HIPAA Rules will be adequate or satisfactory for Business Associate’s own ptlrposes. Business Associate
is solely responsible for all decisions made and actions taken by Business Associate regarding the safeguarding of
PHI.

9. CERTIFICATION

Covered Entity has a legal obligation under HIPAA Rules to certify as to Business Associate’s Information
Secttrity practices. Covered Entity or its authorized agent or contractor shall have the right to examine Business
Associate’s facilities, systems, procedures, and records, at Covered Entity’s expense, if Covered Entity
determines that examination is necessary to certify that Business Associate’s Information Security safeguards
comply with the HIPAA Rules or this Agreement.

10. AMENDMENT

a. Amendment to Comply with Law. The Parties acknowledge that state and federal laws and
regulations relating to data security and privacy are rapidly evolving and that amendment of this
Agreement may be reqLlired to provide procedures to ensure compliance with such developments.

i. In the event of any change to state or federal laws and regulations relating to data security
and privacy affecting this Agreement. the Parties shall take such action as is necessary to
implement the changes to the standards and requirements of HtPAA, the HIPAA Rules
and other applicable rules relating to the confidentiality. integrity, availability and
security of PHI with respect to this Agreement.

ii. Business Associate shall provide to Covered Entity written assurance satisfactory to
Covered Entity that Business Associate shall adequately safeguard all PHI. and obtain
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written assurance satisfactory to Covered Entity from Business Associate’s
Subcontractors and agents that they shall adequately safeguard au PHI.

iii. Upon the request of either Party, the other Party promptly shall negotiate in good faith the
terms of an amendment to the Contract embodying written assurances consistent with the
standards and requirements of HIPAA, the HIPAA Rules, or other applicable rules.

iv. Covered Entity may terminate this Agreement upon 30 days’ prior written notice in the event
that:

A. Business Associate does not promptly enter into negotiations to amend the Contract
and this Agreement when requested by Covered Entity pursuant to this Section; or

B. Business Associate does not enter into an amendment to the Contract and this
Agreement, which provides assurances regarding the safeguarding of PHI sufficient,
in Covered Entity’s sole discretion, to satisfy the standards and requirements of the
HIPAA. the HIPAA Rules and applicable law.

b. Amendment of Appendix. The Appendix to this Agreement may be modified or amended by the
mutual written agreement of the Parties, without amendment of this Agreement. Any modified or
amended Appendix agreed to in writing by the Parties shall stipersede and replace any prior version
of the Appendix.

II. ASSISTANCE IN LITIGATION OR ADMINISTRATIVE PROCEEDINGS

Covered Entity shall provide written notice to Business Associate if litigation or administrative proceeding is
commenced against Covered Entity, its directors, officers, or employees, based on a claimed violation by
Business Associate of HIPAA, the HIPAA Rules or other laws relating to security and privacy or PHI. Upon
receipt of such notice and to the extent requested by Covered Entity, Business Associate shall, and shall cause its
employees, Subcontractors, or agents assisting Business Associate in the performance of its obligations under the
Contract to, assist Covered Entity in the defense of such litigation or proceedings. Business Associate shall, and
shall cause its employees, Subcontractor’s and agents to, provide assistance, to Covered Entity, which may
include testifying as a witness at stich proceedings. Business Associate or any of its employees, Subcontractors or
agents shall not be required to provide such assistance if Business Associate is a named adverse party.

12. INTERPRETATION AND ORDER OF PRECEDENCE

Any ambiguity in this Agreement shall be resolved in favor of a meaning that complies and is consistent with the
HIPAA Rules. In the event of an inconsistency between the Contract and this Agreement, this Agreement shall
control. This Agreement supersedes and replaces any previotis, separately executed HIPAA business associate
agreement between the Parties.

13. SURVIVAL

Provisions of this Agreement reqtiiring continued performance, compliance, or effect after termination shall
survive termination of this contract or this agreement and shall be enforceable by Covered Entity.
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APPENDIX TO fflPAA BUSINESS ASSOCIATE AGREEMENT

This Appendix (“Appendix”) to the HIPAA Business Associate Agreement (“Agreement”) is s an appendix to the
Contract and the Agreement. For the purposes of this Appendix, defined terms shall have the meanings ascribed
to them in the Agreement and the Contract.

Unless the context clearly requires a distinction between the Contract, the Agreement, and this Appendix, all
references to “Contract” or “Agreement” shall include this Appendix.

I. PURPOSE

This Appendix sets forth additional terms to the Agreement. Any sub-section of this Appendix marked as
“Reserved” shall be construed as setting forth no additional terms.

2. ADDITIONAL TERMS

a. Additional Permitted Uses. In addition to those purposes set forth in the Agreement. Business
Associate may use PHI for the following additional purposes:

i. Reserved.

b. Additional Permitted Disclosures. In addition to those purposes set forth in the Agreement. Business
Associate may disclose PHI for the following additional purposes:

i. Reserved.

c. Approved Subcontractors. Covered Entity agrees that the following Subcontractors or agents of
Business Associate may receive PHI under the Agreement:

1. Reserved.

U. Definition of Receipt of PHI. Business Associate’s receipt of PHI under this Contract shall be
deemed to occur, and Business Associate’s obligations tinder the Agreement shall commence. as
follows:

i. Reserved.

e. Additional Restrictions on Btisiness Associate. Business Associate agrees to comply with the
following additional restrictions on Business Associates use and disclosure of PHI tinder the
Contract:

i. Reserved.

f. Additional Terms. Business Associate agrees to comply with the following additional terms under the
Agreement:

i. Reserved.
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2020-2025 APPROVED METERED FUEL VENDOR DATA INFORMATION

1. Enter the complete vendor/business name: Town of Estes Park

2. Enter the company FEIN (Federal Identification Number): 84-6000661

3. Enter the business mailing address (including zip code): P0 Box 1200. Estes Park, CO 80517

4. Enter the names direct phone numbers and email addresses of at least two contacts for your business:

Name: Duane Hudson Email: _dhudson@estes.org_________ Phone: 970-577-3S60

Name: Kim McEachern Email: KimMcEachernestes.org Phone: 970-577-3567

5. Enter the business fax number(s) for contact: 970-577-3573

6. Enter the LEAP Vendor Number (provided by the State LEAP Office): 75142

Please place a check by the Colorado counties which your business serves:

(01) Adams (17) Dolores (33) Lake (49) Pitkin
(02) Alamosa (18) Douglas (34) La Plata (50) Prowers
(03) Arapahoe (19) Eagle — (35) Larimer X (51) Pueblo
(04) Archuleta — (20) Elbert — (36) Las Animas — (52) Rio Blanco —

(05) Baca — (21) El Paso — (37) Lincoln — (53) Rio Grande —

(06) Bent — (22) Fremont — (38) Logan — (54) Routt —

(07) Boulder . (23) Garfield — (39) Mesa — (55) Saguache —

(08) Chaffee — (24) Gilpin — (40) Mineral — (56) San Juan —

(09) Cheyenne — (25) Grand — (41) Moffat — (57) San Miguel —

(10) Clear Creek — (26) Gunnison — (42) Montezuma — (58) Sedgwick —

(11) Conejos — (27) Hinsdale — (43) Montrose — (59) Summit —

(12) Costilla (28) Huerfano (44) Morgan — (60) Teller
(13) Crowley (29) Jackson (45) Otero (61) Washington —

(14) Custer (30) Jefferson (46) Ouray (62) Weld —

(15) Delta (31) Kiowa (47) Park (63) Yuma
(16) Denver (32) Kit Carson (48) Phillips (80) Broomfield

7. Please place a check by the type(s) of fuel service provided by your business:

Natural Gas: Electric: X


